
Institute of Control and Industrial Electronics / Faculty of Electrical Engineering Warsaw University of Technology

Securing the Future: Cybersecurity Strategies for Renewable Energy Systems and Their Impact on Power Market Stability
Conference: IEEE PowerTalks
Energy Transition in Oman: Implementation Roadmap, 17-19.09.2024, Muscat, Oman



Securing the Future:
Cybersecurity Strategies for Renewable Energy 

Systems and
Their Impact on 

Power Market Stability

IEEE Power Talks
Energy Transition in Oman: Implementation Roadmap

17.09.2024

Sultanate of Oman Republic of Poland

Prof. Marek Jasinski 



Institute of Control and Industrial Electronics / Faculty of Electrical Engineering Warsaw University of Technology

Securing the Future: Cybersecurity Strategies for Renewable Energy Systems and Their Impact on Power Market Stability

The Republic of Poland
Poland is a country in Central Europe.
It extends from the Baltic Sea in the north to the 
mountains in the south.
Bordered by Lithuania and Russia to the northeast, 
Belarus and Ukraine to the east, Slovakia and the 
Czech Republic to the south, and Germany to the 
west. 
The territory is characterised by a varied landscape, 
diverse ecosystems, and temperate transitional 
climate (from -35 (winter) to +40 (summer)). 
Poland is composed of sixteen voivodeships and is the 
fifth most populous member state of the European 
Union (EU), with over 38 million people, and the fifth 
largest EU country by land area, covering a combined 
area of 312,696 km2 (120,733 sq mi). 
The capital and largest city is Warsaw; other major 
cities include Kraków, Wrocław, Łódź, Poznań, and 
Gdańsk.

Source: https://en.wikipedia.org/wiki/Poland Source: “Heart of Europe: A Short History of Poland”, Davies, Norman, 1986, Oxford University PressSource: https://www.google.com/maps
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The National Centre for Research and Development

New technologies in the field of Energy:

The main goal of the program is to support the 
achievement of Poland's climate neutrality by 
implementing solutions increasing the country's energy 
security and increasing the competitiveness of the 
Polish economy. 

As a result, the share of energy from renewable sources 
in the overall energy mix of the country will increase by 
20-50% (compared to the level from 2020)

Source: https://www.gov.pl/web/ncbr-en/new-technologies-in-the-field-of-energy

The specific objectives of the program are:

I. increasing the potential of the renewable energy industry 
(including prosumers and flexible + prosumers (flexumers));

II. development of intelligent grid infrastructure (energy);

III. lowering the emissions of the energy sector by increasing the 
use of biodegradable raw materials and waste products.

The program was established for years 2020-2029

The allocation for the program is:
PLN 800 million =

= EUR c. 184 million (for 1 PLN = c. 0.23 EUR) =
= OMR c. 80 million (for 1 PLN = c. 0.1 OMR)

Source: https://www.xe.com/currencyconverter/convert/?Amount=800000000&From=PLN&To=OMR
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New technologies in the field of Energy:

Source: https://www.gov.pl/web/ncbr-en/new-technologies-in-the-field-of-energy

The strategic national and European goals in the program will be 
achieved through the implementation of research and development 
tasks with high innovative potential and a high level of technology 
advancement (TRL 8 - 9) in the following 6 technological areas:

T1. Solar energy;
T2. Onshore and offshore wind energy;
T3. Technologies for the production and use of hydrogen;
T4. Energy storage and energy and heat microgrids;
T5. Energy use of waste and heat from post-process gases;
T6. Energetic use of geothermal heat (geothermal).

Source: https://energy.ec.europa.eu/topics/energy-strategy_en

The national energy and climate plans (NECPs) were 
introduced by the Regulation on the governance of the energy 
union and climate action (EU)2018/1999, agreed as part of the 
Clean energy for all Europeans (adopted in 2019).

The national plans outline how the EU countries intend to 
address the 5 dimensions of the energy union:

 decarbonisation
 energy efficiency
 energy security
 internal energy market
 research, innovation and competitiveness
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WUT: Facts & Figures
• Establishment year: 1826
• The Main Building was designed 

by famous Warsaw architects: 
Stefan Szyller and Bronisław
Brochowicz-Rogóyski. The 
construction was completed in 
just two years, at the turn of the 
20th century (1899-1901).

• Establishing the status as the 
University of Technology: 1915



WUT: Facts & Figures*
* in 2021 according to the Polish university ranking, led by 
the Perspektywy Foundation
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Strategic impact fields

Scientific foundations: Nature and 
apparatus of its description

Information and digital environment

A healthy, balanced living environment

Sustainable industry, materials and 
production processes



https://enhanceuniversity.eu/



ENHANCE Leadership 
Meeting in Warsaw:
Expanding the Vision –
Enhancing the Mission

Wisdom, Development, 
Passion & Commitment

WUT students often combine their studies 
with their interests, associating themselves in 
research clubs, student unions and various 
associations.

Over 150 student research clubs operate at 
our University. Student satellites PW-Sat2 and 
PW-Sat3, rockets, robots, aerial 
vehicles, autonomous vehicles, electric 
bolides, mobile and web applications are just 
some of the projects implemented recently by 
our students.



ENHANCE Leadership 
Meeting in Warsaw:
Expanding the Vision –
Enhancing the Mission

5. Rejestracja  

Maria Sklodowska-Curie  of the Nobel Prize Winner
in WUT’s Main Building  Large Aula

WUT Large Aula in Main Building

Home of  Maria Sklodowska-Curie  in Warsaw 
https://www.mmsc.waw.pl/en/



ENHANCE Leadership 
Meeting in Warsaw:
Expanding the Vision –
Enhancing the Mission

5. Rejestracja  

Mieczysław Wolfke (29 May 1883 – 4 May 1947) was a Polish physicist, 
professor at the Warsaw University of Technology, 
the forerunner of holography and television. 
He discovered the method of solidification of helium as well as two types of 
liquid helium.

2022 is the Year of Mieczyslaw Wolfke in Poland

In Poland, 2022 has been announced as the year of 
Mieczyslaw Wolfke by Polish Physical Society. 

In 1920 he published the first ever idea of two-step 
imaging which is today treated as a pioneering 
work in holography.

In 1927 together with Willem Keesom in Leiden (NL) 
he discovered a new form of liquid helium, which 
later was turned out to be superfluid.

Official website for the celebrations:

https://wolfke.fizyka.pw.edu.pl/en
Article about Wolfke for Photonic Letters of Poland: 
https://doi.org/10.4302/plp.v13i4.1107

Source: https://www.eps.org/blogpost/751263/458577/2022-is-the-Year-of-
Mieczyslaw-Wolfke-in-Poland



ENHANCE Leadership 
Meeting in Warsaw:
Expanding the Vision –
Enhancing the Mission

Jan Czochralski

Crystals wafers 
In NARLabs + TSRI 



ENHANCE Leadership 
Meeting in Warsaw:
Expanding the Vision –
Enhancing the Mission

The IEEE Milestone is the highest-ranking honor and the most important IEEE 
award given to authors for discoveries and inventions of global significance to 
the development of humanity worldwide. 
"Milestone" symbolizes epochal discoveries and has been awarded to such 
explorers as Edison, Marconi, Tesla, Bell and other outstanding inventors. 

https://ethw.org/Milestones:Czochralski_Process,_1916 https://www.ieee.org/



WUT 
#alwayscurious
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Faculty of Electrical Engineering  of WUT – Industry cooperation



Faculty of Electrical 
Engineering 
Institute of Control and Industrial Electronics

1 IED - ZEP

Industrial Electronics Division       (IED)
Zakład Elektroniki Przemysłowej (ZEP)

EDD - ZNE2
Electrical Drive Division            (EDD)
Zakład Napędu Elektrycznego (ZNE)

3 CD - ZS

Control Division      (CD)
Zakład Sterowania (ZS)

Institute of Control and Industrial Electronics
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Electrical Drive Division
Head – Bartlomiej Ufnalski 

Dr.Sc. Ph.D. Prof. of University

Industrial Electronics  Division
Head – Marek Jasinski  

Dr.Sc. Ph.D. Prof. of University

Control Division
Head – Marcin Iwanowski 

Dr.Sc. Ph.D. Prof. of University.

Warsaw University of Technology
Faculty of Electrical Engineering

Institute of Control and Industrial Electronics  
Director – Andrzej Dzieliński, Prof. Dr.Sc. Ph.D.

Deputy Director for Science and Research – Jacek Rąbkowski, Dr.Sc. Ph.D. Prof. of University
Deputy Director for Education - Piotr Fabijanski, Ph.D.

Warsaw University of Technology + Faculty of Electrical Energy + 
Industrial Electronics Division 



Tytuł prezentacji

Industry Projects Research and 
Development 
Projects

Educational Projects

Focused on 
cooperation with the 
industry and 
implementation

Focused on new ideas 
and future possible 
applications in the 
industry 

Focused on academia 
needs, academic staff 
and students 
excellence



Selected Research Projects  and Challenges in the –

Securing the Future:

Cybersecurity Strategies for 
Renewable Energy Systems and
Their Impact on Power Market Stability 



Outline

Role of the:
1) Telecommunication and information 

processing
2) Energy conversion (przekształcanie) and processing 

(przetwarzanie) 

3) Smart grids and energy storage’s 
4) Safety, reliability and resilience 
5) Society and sustainability 
6) Impact on power market stability 
7) Summary and conclusions 



Role of the:

https://www.un.org/en/observances/telecommunication-day

1) Telecommunication and information 
processing

2) Energy conversion (przekształcanie) and 
processing (przetwarzanie) 

3) Smart grids and energy storage’s 
4) Safety, reliability and resilience 
5) Society and sustainability 
6) Impact on power market stability 
7) Summary and conclusions

The Polish Information Processing Society, PIPS (Polskie Towarzystwo Informatyczne, PTI)
https://pti.org.pl/eng/



„Green Energy” –
more possibilities or 

threats?
Information and Energy Technologies (IT+ET) = 

Smart Power Electronics Converter (SPEC)

Marek Jasinski

Warsaw University of Technology

Faculty of Electrical Engineering 



Information Technology in Power Electronics or rather Power Electronics in X Technologies?

Securing the Future:
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1) Telecommunication and information processing

D. Vračar, "Development of Power Electronics Systems in Industrial and 
Automotive Environments," in IEEE Power Electronics Magazine, vol. 11, no. 
2, pp. 46-51, June 2024, doi: 10.1109/MPEL.2024.3397153.

keywords: {Renewable energy sources;Low voltage;Tutorials;Power
electronics;Hardware;Product development;Complexity theory},

R. S. K. Moorthy and M. Chinthavali, "Building the Electric Power Grid 
One Unit at a Time," in IEEE Power Electronics Magazine, vol. 11, no. 
2, pp. 26-33, June 2024, doi: 10.1109/MPEL.2024.3393188.

keywords: {Procurement;Power conditioning;Wind;Technological
innovation;Renewable energy 
sources;Architecture;Standardization},

P. P. Khargonekar et al., "Climate Change Mitigation, Adaptation, and Resilience: Challenges and 
Opportunities for the Control Systems Community," in IEEE Control Systems Magazine, vol. 44, no. 3, 
pp. 33-51, June 2024, doi: 10.1109/MCS.2024.3382377.

keywords: {Climate change;Carbon emissions;Human factors;Greenhouse gases;Government
policies;Control systems;Meteorology;Renewable energy sources;Optimization methods;Control
systems;Resilience;Sustainable development;Market opportunities;US Department of Energy;Wind
power generation},
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1) Telecommunication and information processing

S. Bader and B. Oelmann, "Instrumentation and Measurement Systems: The Challenge of 
Designing Energy Harvesting Sensor Systems," in IEEE Instrumentation & Measurement 
Magazine, vol. 27, no. 4, pp. 22-28, June 2024, doi: 10.1109/MIM.2024.10540407.

keywords: {Condition monitoring;Power supplies;Area measurement;Sensor
systems;Real-time systems;Environmental monitoring;Business;Low-power
electronics;Energy consumption;Industrial power systems;Energy harvesting},

A. Rassõlkin, P. Maksimkins, A. Stupāns, V. Rjabtšikov, A. Šenfelds and V. Kuts, "The Spatial Representation 
of a Self-Driving Vehicle for the Virtual Entity of a Digital Twin," in Computer, vol. 57, no. 5, pp. 58-66, May 
2024, doi: 10.1109/MC.2023.3319108.

keywords: {Propulsion;Digital twins;Standards;Electric vehicles;PD control;Adaptive control;Error
analysis;Spatial resolution;Autonomous automobiles},
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Digital Twins IT+ET = Safety and Resilience?

Source: Digital Twins for Power Systems | Hardware-in-the-Loop | OPAL-RT

Source: D. Vinnikov, "Students & Young Professionals of the IEEE Industrial Electronics Society (IES) at the 24th IEEE 
International Conference on Industrial Technology 2023: It Is Also a Strategic Priority of IES for the Next Decade! 
[Students and Young Professionals News]," in IEEE Industrial Electronics Magazine, vol. 17, no. 3, pp. 103-104, Sept. 2023, 
doi: 10.1109/MIE.2023.3297351.



35

Digital Twins IT+ET = Safety and Resilience?

P. Arboleya and A. Méndez, "Real-Time Grid Digital Twins: The backbone of the next generation of network technology
for distribution system operators," in IEEE Electrification Magazine, vol. 12, no. 3, pp. 39-49, Sept. 2024, doi: 
10.1109/MELE.2024.3423110.

keywords: {Urban areas;Electrification;Real-time systems;Digital twins;Solar panels;Vehicle dynamics;Solar heating},



Role of the:

K. Norman, B. Ren and Q. -C. Zhong, "Learning-by-Doing: Design and Implementation of a Solar 
Array Simulator With a SYNDEM Smart Grid Research and Educational Kit," in IEEE Power 
Electronics Magazine, vol. 11, no. 1, pp. 47-54, March 2024, doi: 10.1109/MPEL.2024.3352209.

keywords: {Solar power generation;Power system control;Wind power generation;Centralized
control;Power electronics;Distributed power generation;Education;Renewable energy 
sources;Power system dynamics;Vehicle dynamics;Smart grids;Electricity supply industry},

1) Telecommunication and 
information processing

2) Energy conversion and processing 
3) Smart grids and energy storage’s 
4) Safety, reliability and resilience 
5) Society and sustainability 
6) Impact on power market stability 
7) Summary and conclusions
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HPBCEV- High efficiency and high-power density 
bidirectional DC-DC converters

• Project financed by the National Research and Development 
Center under the program  7th competition as part of the 
Polish-Taiwanese Research Cooperation (2019 - 2024).

Is the AC/DC war ending now?

Czy zaczyna się era symbiozy AC+DC?

Source: https://www.isep.pw.edu.pl
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Is communication between converters important?
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Is the role of Information Technology (IT) in Energy Technology (ET) important?
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Main inductance + 100 pF capacitance

Leakage

inductance
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Are Modern Semiconductors important?
Wide-bandgap semiconductors (WBG)

N. Ertugrul, "Mine Electrification and Power Electronics: The roles of wide-bandgap
devices," in IEEE Electrification Magazine, vol. 12, no. 1, pp. 6-15, March 2024, doi: 
10.1109/MELE.2023.3348254.

keywords: {Renewable energy sources;Microgrids;Power electronics;Power system 
reliability;Waste heat;Machinery;Resilience;Mining industry;Net zero;Wide band gap 
semiconductors;Power system reliability;Occupational safety;Electrification},



Role of the:

A. Ingalalli and S. Kamalasadan, "Grid Decentralization: A unified controller for distributed 
energy resource-dominated grid operation," in IEEE Electrification Magazine, vol. 12, no. 2, 
pp. 71-79, June 2024, doi: 10.1109/MELE.2024.3386037.

keywords: {Low-carbon economy;Costs;Climate change;Wind energy generation;Sustainable
development;Stakeholders;Resilience;Power systems;Photovoltaic systems;Power
grids;Distributed power generation;Renewable energy sources;Power distribution networks},

1) Telecommunication and 
information processing

2) Energy conversion and processing 
3) Smart grids and energy storages 
4) Safety, reliability and resilience 
5) Society and sustainability 
6) Impact on power market stability 
7) Summary and conclusions



42

Are Modern Semiconductors important?
Wide-bandgap semiconductors (WBG):
Gallium Nitride (GaN)
and 
Silicon Carbide (SiC) 

the horses of  the sustainable Power Electronics 

PROCEEDINGS OF THE IEEE APRIL 2023 VOL. 111 NO. 4

https://www.polisharabianhorsedays.com/ https://pubstore.ieee.org/proceedings-of-the-ieee-april-2023-vol-111-no-4.html

Gallium Nitride (GaN)Silicon Carbide (SiC) 
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Are Modern Semiconductors important?
Wide-bandgap semiconductors (WBG):
Gallium Nitride (GaN)
and 
Silicon Carbide (SiC) 

the horses of  the sustainable Power Electronics 

PROCEEDINGS OF THE IEEE APRIL 2023 VOL. 111 NO. 4

https://www.polisharabianhorsedays.com/ https://pubstore.ieee.org/proceedings-of-the-ieee-april-2023-vol-111-no-4.html

Gallium Nitride (GaN)Silicon Carbide (SiC) 
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Modern semiconductors
the horses of  the sustainable grow 

PROCEEDINGS OF THE IEEE APRIL 2023 VOL. 111 NO. 4
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2.0

Development of product innovation: configurable and 
controllable stationary energy storage units consisting 
of scalable energy and converter modules with 
extensive functional properties of the system, i.e.:

 energy storage, 
 energy conditioning, 
 power compensator, 
 active filter, 
 cyber-physical system protection

Securing the Future: Cybersecurity Strategies for Renewable Energy Systems and Their Impact on Power Market Stability
Assumptions and goals 



Role of the:

1) Telecommunication and 
information processing

2) Energy conversion and processing 
3) Smart grids and energy storages 
4) Safety, reliability and resilience 
5) Society and sustainability 
6) Impact on power market stability 
7) Summary and conclusions

PROCEEDINGS OF THE IEEE APRIL 2023 VOL. 111 NO. 4
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EMS / PMS
Data flow

Power flow

PCS
BESS

Renewable 
Energy

Operator

Source:: Elmark Automatyka S.A. 

Power flow

Data flow

Battery Energy Storage System

Battery Management System

Energy Management System

Power Management System

Power Conversion System

Securing the Future: Cybersecurity Strategies for Renewable Energy Systems and Their Impact on Power Market Stability
Assumptions and goals 
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APStorage v2.0

Office park

EV FUCS

Industry

PQ control by:

 Current control

 Power control

 Energy control

Energy Storage Systems and Their Impact on Power Market Stability
Assumptions and goals 
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Cybersecurity Battery Energy Storage Systems
Assumptions and goals 
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Cybersecurity: IEC 62443
Assumptions and goals 
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BEMSS

PCS

EMS

PMS

A Guide to Securing Industrial Automation and Control 
Systems

https://www.keyfactor.com/education-center/
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https://www.gov.pl/web/cyfryzacja/walka-z-cyberzagrozeniami-wchodzi-w-nowy-wymiar

Cybersecurity 
NIS 2

The NIS2 Directive: A high common level of cybersecurity in the EU

The Network and Information Security (NIS) Directive is the first piece of EU-wide legislation on 
cybersecurity, and its specific aim was to achieve a high common level of cybersecurity across the 
Member States. 
While it increased the Member States' cybersecurity capabilities, its implementation proved 
difficult, resulting in fragmentation at different levels across the internal market.

https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)689333
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Electrical energy storages - types

Li-ion battery

Lead-Acid Battery

Supercapacitors

PEM fuel cells

Solid oxide fuel cel

Na-ion Battery

Power Generators
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Energy storages – Hydrogen and Power Electronics

Green Hydrogen: Challenges for Commercialization

Green Hydrogen: Challenges for Commercialization - IEEE Smart Grid

J. O. P. Pinto, M. L. Magri Kimpara, P. Kandula and M. S. Chinthavali, "Power Electronics for Off-Grid Gigawatt-
Scale Green Hydrogen Production for Steel Manufacturing—Architectures, Costs, and Efficiencies Analysis 
Tool1," 2023 IEEE Design Methodologies Conference (DMC), Miami, FL, USA, 2023, pp. 1-6, doi: 
10.1109/DMC58182.2023.10412585. keywords: {Costs;Monte Carlo methods;Production;Green

hydrogen;Transformers;Power electronics;Steel;Green hydrogen;green steel;power system architecture;power
electronics;cost;efficiency;decision tool},
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Energy storages – Hydrogen and Power Electronics

Green Hydrogen: Challenges for Commercialization

J. O. P. Pinto, M. L. Magri Kimpara, P. Kandula and M. S. Chinthavali, "Power Electronics for Off-Grid Gigawatt-Scale Green Hydrogen Production for 
Steel Manufacturing—Architectures, Costs, and Efficiencies Analysis Tool1," 2023 IEEE Design Methodologies Conference (DMC), Miami, FL, USA, 
2023, pp. 1-6, doi: 10.1109/DMC58182.2023.10412585. keywords: {Costs;Monte Carlo methods;Production;Green

hydrogen;Transformers;Power electronics;Steel;Green hydrogen;green steel;power system architecture;power electronics;cost;efficiency;decision
tool},



Role of the:

1) Telecommunication and 
information processing

2) Energy conversion and processing 
3) Smart grids and energy storages 
4) Safety, reliability and resilience 
5) Society and sustainability 
6) Impact on power market stability 
7) Summary and conclusions

PROCEEDINGS OF THE IEEE APRIL 2023 VOL. 111 NO. 4

Green energy is set to match the world's growing electricity 
demand - IEA report | World Economic Forum (weforum.org)
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Demography = Society =  family?

Demography of Europe – 2023 edition - Eurostat (europa.eu)

The impact of demographic change in Europe - European Commission (europa.eu)

„Dzieje ludzkości przebiegają od początku — i przebiegać będą do końca — poprzez rodzinę.”

“The history of humanity runs from the beginning — and will run to the end — through the family.”

."لةمن خلال العائ–وسيستمر حتى النهاية –يبدأ تاريخ البشرية من البداية "

https://www.cytatownik.pl/cytaty-jana-pawla-ii/#zlote-mysli-jana-pawla-ii-o-rodzinie
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Demography = Society =  family = sustainability?

“The history of humanity runs from the beginning — and will 
run to the end — through the family.”

."لةمن خلال العائ–وسيستمر حتى النهاية –يبدأ تاريخ البشرية من البداية "
https://www.cytatownik.pl/cytaty-jana-pawla-ii/#zlote-mysli-jana-pawla-ii-o-rodzinie

https://www.gov.pl/web/
rodzina/dobry-czas-dla-
rodzin-polityka-
prorodzinna-w-2021-roku

https://eurofamnet.e
u/system/files/wg2_p
olicyreviewreport_se
pt_2021.pdf

European Commission, official website - European Commission (europa.eu)

Entity Detail (oman.om)

Child Benefit - (spf.gov.om)
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information processing

2) Energy conversion and processing 
3) Smart grids and energy storages 
4) Safety, reliability and resilience 
5) Society and sustainability 
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7) Summary and conclusions
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https://youtu.be/fMvpx9Q3JNI
EU Debates | eudebates.tv

“…to customers who install green roofs.
Why that? 
Because  it will make a house and neighborhood 
safer…”
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Demography = Society =  family = sustainability?

https://doi.org/10.1016/j.rser.2021.111111 The politics of energy security. Nat Energy 8, 1047 (2023). https://doi.org/10.1038/s41560-023-01398-2

Energy security concerns must be considered not only 
in terms of energy availability at an affordable price, 
but also from a political and social sciences 
perspective.
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https://www.sklep.mleczko.pl/pl/p/Oryginal-Ziemia-do-serwisu/1749
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Securing the Future: Cybersecurity Strategies for Renewable Energy Systems and Their Impact on Power Market Stability
Summary and conclusions

1) Innovation needs interdisciplinary and sustainable effort 

2) Education – promote engineering in our family live

3) Super secure IT is important but not enough 

4) All Hi-Tech of our civilization needs electrical energy

5) Energy Technology (ET) is like a digestive system of our body

6) Clean and sustainable World is expensive but luxurious (normal)

7) Education, cooperation, and synergy in differences is crucial now. 

How to securing the future ?



!شكرًا
Thank you!
Dziękuję!

Prof. Marek Jasinski 


